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ComnacoBaHue U yTBEPKACHUE

OTBETCTBEHHOE ara, IPOTOKOJI
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JIALIO (Ipu HaNMUYUN)
1 thaxysbrer [Ipencenarens Marepyxun A. B. Paccmotpeno | 14.12.2023, Ne
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HHGOPMAITMOHHOM
6e3omacHOCTH (axynbrera




1. IlmanupyemMble pe3yabTaThbl 00y4eHUs, COOTHECEHHbIE ¢ IJIAHUPYEeMbIMH Pe3yJIbTaTaMHI
0CBOEHHSI 00pa30BaTeJIbHOI MPOrpaMMbl

OIIK-1 CmnocobeH o000CHOBBIBaTh TPEOOBaHHS K CHCTeMe oOecredeHus: HHGOPMAIMOHHON
0€30IacHOCTH U pa3padaThIiBaTh MPOCKT TEXHUIECKOTO 3aaHUs Ha €€ CO3IaHne

OIIK-1.1 Amnamusupyer cucreMy obOecriedeHuss HH(YOpPMAIMOHHONH Oe30MacHOCTH |
bopmynupyeT TpeOOBaHHS 10 €€ YIyUIICHUIO

3Hamo:

OIIK-1.1/3u1 Cognep:xaHue OCHOBHBIX CTaHIApTOB B 00JacTd HH(POPMAIIMOHHOMN
0e30MmacHOCTH

Ymemns:

OIIK-1.1/¥YMm1 OpranuzoBbsiBaTh pabOThl MO COBEPIICHCTBOBAHHIO, MOJCPHU3AIUU U
yHU(DUKAIIUN TEXHOJOTHA obecreueHus 3amuThl WHpopManuu B HH(POPMAITMOHHBIX
cucTemMax

Braoems:

OIIK-1.1/HBl Amnanu3upoBaTh CIOXKHBIE CHCTEMBI oOecreueHuss WHOOPMAIMOHHON
0€30MacHOCTH, BBISBIIAS MX Ci1a0ble MecTa U 00JIaCTH AJIS YITyqIIeHUs

OIIK-1.2 Pa3pabarbiBaeT MpOEKT TEXHUYECKOTO 3aJIaHMsI Ha CO3JaHUE CHCTEMBbI 00€CTICUCHUS
nH(pOpMaITMOHHOM 0€30MTaCHOCTH
3namu:
OIIK-1.2/301 OcHOBHBIE TPHUHIUIEI KIAaCCU(PUKANKMKM YA3BUMOCTEH 3alllUTHI TIO
pa3MelIeHHIO TaHHbIX B UH(GOPMAIIMOHHO cucTeMe
Ymems:
OIIK-1.2/¥ml IIpuMeHSATH COBpEMEHHbIE IPOrpaMMHbBIE HHCTPYMEHTapuu Ui
MOJICITUPOBAHUS YTPO3, aHAIM3Aa U OIEHKUA PUCKOB MH()OPMAIIMOHHON 0OE30MacCHOCTH, a
TakKe€ WCIONb30BaTh CHUCTEMBl TOAJCPKKH TMPUHSATUS PEUICHWH TMpu  BBIOOpE
3¢ PEKTUBHBIX TPOSKTOB 3AIUTHI
OIIK-1.2/¥Ym2 TIlpumeHATs >(QEKTUBHbIE METOABl yIpaBieHUs O€30MacCHOCTHIO
WH(POPMAITMOHHBIX CUCTEM
Braoems:
OIIK-1.2/HB1 Pa3pabarbiBaTh KOMIUIEKCHBIC M CTPYKTYPHPOBAaHHBIE TEXHHUYECKHE
3aJlaHMsI Ha CO3JIaHUE CHCTEM oOecriedeHus1 HH()OPMAITMOHHONW 0€301TaCHOCTH, YUUTHIBAS
BCE aCMEKThl IPOEKTa

OIIK-2 CrniocoGeH pa3pabarbiBaTh TEXHHUYECKHA MPOEKT CHUCTEMBI (MIOJACUCTEMBI TMOO KOMIIOHEHTA
cucTeMbl) obecrieueHuss HHHOpMaAIIMOHHOH 0€301MacHOCTH

OIIK-2.1 Pa3paGaTeiBaeT TEXHUYECKHUH TPOEKT CHUCTEMBI (TIOACUCTEMBI, KOMITOHEHTBI
CUCTEMBI) obOecrnieueHuss WHPOPMAITMOHHOW OE€30MaCHOCTH B COOTBETCTBHHM C TEXHHUYECKUM
3aJjaHUE€M, HOPMATHBHO-NPABOBOM, OPraHU3allMOHHO-PACTIOPSAIUTEIBHON M METOIMYECKOMN
JTOKyMEHTaluen

3Hamo:

OIIK-2.1/3u1 Metonsl M cpencTBa  NPOEKTUPOBAHHS,  MOJCIUPOBAHUS U
HKCIIEPUMEHTAIBHON OTPAabOTKH CHUCTEM, CPEACTB M TEXHOJIOTUI 0OecTieueHus 3aIluThl
UH(pOpPMaIH B HH(POPMALIMOHHBIX CHCTEMa

Ymems:

OIIK-2.1/¥m1  IIpuMeHSATH  COBpEMEHHBIE  TEXHOJOTHM  MOJCITUPOBAHUA U
IPOEKTHPOBAHUS MPOTPAMMHBIX U IIPOTPAMMHO-ATIIAPATHBIX CUCTEM

OIIK-2.1/¥Ym2 Ilombuparb Mepsl U cpeicTBa oOecreueHHs HH(POPMAIMOHHON
6e30macHOCTH 00BEKTA 3aIIUThI



OIIK-2.1/¥YM3 OmnpenensiTb OCHOBHBIE MEPONPUATHS MO OpraHU3alMu pa3paboTKu
CHUCTEMBl 3alluThl WHPOpPMAaLMU Ha oO0beKkTax WHGOpMaTHU3aluK; pa3padaTbIBaTh
TEXHUYECKHE MIPOEKTHI, JIOKYMEHTHI, peraMeHTUPYIoIIne obecrieueHne
nH(POPMAITMOHHON Oe3omacHOCTH O00BEKTOB HH(OpMAaTH3auU (TIOACUCTEMBI JTHOO
KOMITOHEHTA CUCTEMBbI)

Braoemy:

OIIK-2.1/HBl  Pa3pabaTpiBaTh KOMIUIEKCHBIE = TEXHUYECKHE TPOEKTHl  CHCTEM
obecrieueHrs HHPOPMALIMOHHOW 0€30MaCHOCTH, UHTErPUPYS pa3IMuHble KOMIOHEHTHI U
MOJICUCTEMBI B €IUHYIO apXUTEKTYpPY

2. Iloka3aTesin 1 KPUTEPHHU OLCHUBAHUS KOMIIEeTeHIM A

[Inanupyemele YpoBeHb Kpurepuu onennBanus (nepeueHsb chopMupOBaHHBIX
pe3ynbTaThl OCBOCHUS |OBJIAJICHUS NJIK/3YB 1no ypoBHSIM OCBOCHHS)
IIPOrpamMMBbl
OIIK-1 Cnocoben [ossimennsiii  (MJIK OIIK-1.1 Ananusupyet cucremy oOecreueHHs
00OCHOBBIBAThH UH(POPMAITMOHHOW 6€30MaCHOCTH U (OPMYITUPYET
TpeOOBaHUs K CHCTEME TpeOOBaHUS 10 €€ YITyUIICHHUIO
obecriedeHus
MH(POPMALTMOHHON 3HaTh:
0€30MacHOCTH U OIIK-1.1/3u1 ConepxaHue OCHOBHBIX CTaH/IapPTOB B
pa3pabarbIBaTh oOnacTi HHPOPMALIMOHHOM OE30MaCHOCTH
MPOEKT TEXHUYECKOTO YMmeTb:
3aJlaHus Ha ee OIIK-1.1/¥m1 Opranus3oBbIBaTh pabOTHI 1O
CO3JaHHe COBEPILIEHCTBOBAHHIO, MOJCPHHU3AIMU U YHUPHUKAIIUN
TEXHOJIOTH 00ecTiedeH s 3alUThl MH(POPMALIUH B
UH(POPMAITMOHHBIX CUCTEMAX
Bnagers:
OIIK-1.1/HB1 AHanu3upoBaTh CIOKHbBIE CUCTEMbI
obecrieueHus MHGHOPMAITMOHHON 06€30MTaCHOCTH, BBISBIISIS
uX ciabble MecTa U 00JacTu s Yay4IIeHUs
OIIK-1 Cnocoben [ToBpIIEHHBIN
00OCHOBBIBAThH
TpeOOBaHUS K CUCTEME NJIK OIIK-1.2 Pa3pabaTsiBacT MpOEKT TEXHUIECKOTO
obecriedeHus 3aJJaHUs Ha CO3/I1aHUE CUCTEMbI 00eCTIeUeHUs
MH(POPMALTMOHHON nHGOPMAIIMOHHOM 0e30nmacHOCTH
0€30MacHOCTH U
pa3pabarbIBaTh 3HaTh:

MPOEKT TEXHUUECKOTO
3aJaHus Ha €€
CO3JlaHuE

OIIK-1.2/311 OcHOBHBIEC TPUHITUTIBI KJTACCU(PUKAITH
YSI3BUMOCTEH 3aIIUTHI 110 pa3MEIEHUIO JaHHbBIX B
UH()OPMAITMOHHON CUCTEME
YMeTs:
OIIK-1.2/¥YmI1 [IpumMeHsATH COBpEMEHHBIE POTrPaMMHbBIE
WHCTPYMEHTAPUU JJIsl MOJCIIMPOBAHUS yTPO3, aHATN3a U
OIICHKHM PUCKOB MH(OPMAIIMOHHON OE€30MaCHOCTH, 8 TAKIKE
UCTIOJIB30BaTh CUCTEMBI TIOJICPIKKH TPUHSATHS PEIICHUI
npu BeIOOpe 3((HEKTUBHBIX MTPOEKTOB 3AIUTHI
OIIK-1.2/YMm2 IpumensTh 3G HEeKTUBHBIC METOIBI
yIpaBieHus 6€30MacHOCTHI0 HH(POPMAITMOHHBIX CUCTEM
Bnanets:
OIIK-1.2/HB1 Pa3pabarsiBaTh KOMIUJICKCHBIC U
CTPYKTYpUPOBaHHbIE TEXHUYECKUE 3aJaHUs HA CO3aHHE
cucteM obecrnieueHnst THPOPMaIMOHHOM 06€30MacHOCTH,
YUUTBIBasi BCE ACTIEKTHI MPOEKTA




bazosniit

MK OIIK-1.1 AHanusupyer cucteMy oOecredeHus
UH(GOPMAITMOHHOM 6e301acHOCTH U GOPMYITHPYET
TpeOOBaHUS 10 €€ YITyUIICHHUIO

3HaTh:
OIIK-1.1/3u1 ConepxaHue OCHOBHBIX CTaHJIapPTOB B
oOnacTi HHPOPMALMOHHON OE30MaCHOCTH

YMmeTs:
OIIK-1.1/¥m1 Opranus3oBbIBaTh pabOTHI 1O
COBEPILIEHCTBOBAHHIO, MOJCPHHU3AIMH U YHUPHUKAIIUN
TEXHOJIOTH 00ecTiedeHHs 3aIUThl MH(POPMALIUH B
UH(POPMAITMOHHBIX CUCTEMAaX

BbazoBrrit

NJIK OIIK-1.2 Pa3pabaTsiBacT MpOEKT TEXHUIECKOTO
3aJJaHuUs Ha CO3JJaHHE CUCTEMBI 00eCTIEUeHHUS
nH()OPMAITMOHHON 0€30MaCHOCTH

3HaTh:
OIIK-1.2/311 OcHOBHBIEC TPUHITUTIBI KJTACCU(PUKAITH
ySA3BUMOCTEH 3alIUTHI 0 pa3MEICHUIO JaHHBIX B
HH()OPMAITMOHHON CUCTEME

YMeTs:
OIIK-1.2/¥YMm2 [TpumeHATH 3G (EKTUBHBIE METOABI
ynpaBiieHus1 0€30MacHOCTbI0 HH(POPMALIMOHHBIX CHCTEM

OIIK-1.2/¥YMm1 TlpumeHSATH COBpEMEHHBIC POTPAMMHbBIC
MHCTPYMEHTAPUU JJIsl MOJEIIMPOBAHUS yTPO3, aHATIN3a U
OIICHKH PUCKOB MH(GOPMAIIMOHHON O€30MTaCHOCTH, a TAKKe
UCIIOJIb30BaTh CUCTEMBI OJICPKKU MPUHSATHUS PEILICHUI
npH BeIOOpE 3P PEKTUBHBIX TPOCSKTOB 3aAIUTHI

[ToporoBbiii

MK OIIK-1.1 AHanusupyer cucteMy o0ecredeHus
UHGOPMAITMOHHOM 6€301acHOCTH U GOPMYITHPYET
TpeOOBaHUS 10 €€ YITyUIICHHUIO

3HaTh:
OIIK-1.1/3u1 ConepxaHne OCHOBHBIX CTaH/IapPTOB B
o0mactu HHGOPMAITMOHHOM 0€30IacCHOCTH

NJIK OIIK-1.2 Pa3pabaTsiBacT MpOEKT TEXHUIECKOTO
3aJJaHUs Ha CO3JJaHHE CUCTEMBI 00eCTIEUeHHUS
nH()OPMAITMOHHON 0€30MTaCHOCTH

3HaTh:
OIIK-1.2/311 OcHOBHBIEC TPUHITUTIBI KJTACCHU(PUKAITNH
YSI3BUMOCTEH 3aIHUTHI 110 Pa3MEICHUIO JaHHBIX B
HH()OPMAITMOHHON CUCTEME




OIIK-2 Cnocoben
pa3pabarbIBaTh
TEXHUYECKUU ITPOEKT
CUCTEMBI
(moacucTemsbl 1100
KOMIIOHEHTA CUCTEMBbI)
obecriedeHus
MH(POPMALTMOHHON
0€301acHOCTH

I1oBEBIIIIEHHBIN

MK OIIK-2.1 Pa3pabarsiBaeT TEXHUYECKHUI TPOEKT
CUCTEMBI (TIOACUCTEMBI, KOMIIOHEHTHI CUCTEMBI)
obecriedueHrs HHGOPMAITMOHHOM 0€30MacHOCTH B
COOTBETCTBUM C TEXHUUYECKHUM 3a/laHUEM,
HOPMAaTUBHO-IIPABOBOM,
OpraHU3aLMOHHO-PACTIOPSAUTEIBHON U METOIUYECKON
JIOKyMEHTalMen

3HaTh:
OIIK-2.1/3u1 Metoab! u cpeacTBa NPOSKTUPOBAHUS,
MOZETUPOBAHUS M SKCIIEPUMEHTATILHON OTPaOOTKH
CHCTEM, CPEJICTB M TEXHOJOTHI 00eCTIeYeHH s 3aIUThI
uH(pOpMaIuH B HH(POPMALIMOHHBIX CHCTEMa

YMmeTs:
OIIK-2.1/¥Yml1 IIpumMeHSTH COBpEMEHHbIE TEXHOIOTHH
MOZETUPOBAHUS U IPOCKTUPOBAHHS ITPOTPAMMHBIX U
pOTrpaMMHO-aNIaPaTHBIX CUCTEM
OIIK-2.1/¥YMm2 [lonOupars Mepsl U cpecTBa 00eceyeHHS
UH(POPMAITMOHHON 0€30MacHOCTH 0OBEKTA 3AIUTHI
OIIK-2.1/¥YM3 OnpenensiTb OCHOBHbIE MEPOTPHUSATHS 10
OpraHu3aIK pa3pabOTKU CHCTEMBI 3aIIUTHI HHPOPMALIUU
Ha 00beKTax MH(popMaTU3anuu; papadaTbiBaTh
TEXHUYECKHE POCKTHI, TOKYMEHTBI, PEIIaMEHTHPYIOIINE
obecreueHre HHPOPMAITMOHHOHN 06€30MacHOCTH 0OBEKTOB
uHpopMaTH3aIUH (TTOJCUCTEMBI JIMOO KOMITOHEHTA
CHUCTEMBI)

Bnagers:
OIIK-2.1/HB1 Pa3pabarbsiBaTh KOMIUIEKCHBIE TEXHHUECKUE
HPOEKTHI CHCTEM obecrieueHus] UH()OPMAIIMOHHON
0€30MaCHOCTH, MHTETPUPYSI pa3IMYHbIE KOMIIOHEHTHI U
MOZICUCTEMBI B €IUHYIO apXUTEKTYPY




bazosniit

MK OIIK-2.1 Pa3pabarsiBaeT TEXHUYECKHUI TPOEKT
CUCTEMBI (TIOACUCTEMBI, KOMIIOHEHTHI CUCTEMBI)
obecriedueHrs HHGOPMAITMOHHOM 0€30MacHOCTH B
COOTBETCTBUM C TEXHUUYECKHUM 3a/laHUEM,
HOPMAaTUBHO-IIPABOBOM,
OpraHU3aLMOHHO-PACTIOPSAUTEIBHON U METOIUYECKON
JIOKyMEHTalMen

3HaTh:
OIIK-2.1/3u1 Metoab! u cpeacTBa NPOSKTUPOBAHUS,
MOZETUPOBAHUS M SKCIIEPUMEHTATILHON OTPaOOTKH
CHCTEM, CPEJICTB M TEXHOJOTHI 00eCTIeYeHH s 3aIUThI
uH(pOpMaIuH B HH(POPMALIMOHHBIX CHCTEMa

YMeTs:
OIIK-2.1/¥YM3 OnpenensiTb OCHOBHbIE MEPOTPUSATHS 10
OpraHu3aIK pa3padOTKU CUCTEMBI 3aIIUTHI HHPOPMALIUU
Ha 00beKTax MH(pOopMaTU3anuy; pa3padaTbiBaTh
TEXHUYECKHE MPOCKTHI, TOKYMEHTBI, PErIaMEHTHPYIOIINE
obecrieueHre HHPOPMAITMOHHOM 0€30MacHOCTH 0OBEKTOB
uHpopMaTH3aIUH (TTOJCUCTEMBI JIMOO KOMITOHEHTA
CHUCTEMBI)
OIIK-2.1/¥YMm2 [lonOupars Mepsl U cpeacTBa 00eceyeHHs
nH(POPMAITMOHHON 0€30MacHOCTH 0OBEKTA 3AIUTHI
OIIK-2.1/¥Yml1 IIpumMeHSATH COBpEMEHHbIE TEXHOJIOTHH
MOZETTUPOBAHUS U IPOCKTUPOBAHHS ITPOTPAMMHBIX U
POTrpaMMHO-ANIMaPaTHBIX CUCTEM

[ToporoBbiii

MK OIIK-2.1 Pa3pabareiBaeT TEXHUYECKHUI TPOEKT
CUCTEMBI (TIOACUCTEMBI, KOMIIOHEHTHI CUCTEMBI)
obecriedueHrs HHYOPMAITMOHHOHN 0€30MacCHOCTH B
COOTBETCTBUM C TEXHUUYECKHUM 3a/laHUEM,
HOPMAaTUBHO-IIPABOBOM,
OpraHU3aLMOHHO-PACTIOPSAUTEIBHON U METOIUYECKON
JIOKyMEHTaluen

3HaTh:
OIIK-2.1/311 Metoab! u cpeacTBa NPOSKTUPOBAHUS,
MOZETUPOBAHUS M SKCIIEPUMEHTAILHON OTPaOOTKH
CHCTEM, CPEJICTB M TEXHOJIOTHI 00eCTIeYeHH s 3aIUThI
UH(pOpPMaIu B HH(POPMALIMOHHBIX CHCTEMa

3. [IIxajga oneHUBAHUSA

OrneHka

VKpI/ITepI/II/I orieHuBaHus (nepeueHsb copmupoanabix UIK/3VB)




OTIn4HO

OIIK-1.1 Ananusupyet cucremy obecneuyeHust ”HHOPMALMOHHOM
6e30macHOCTH U (HOPMYTUPYET TPEOOBAHHUS IO €€ YIyUIICHUIO
OIIK-1.1/3u1 ConepxaHue OCHOBHBIX CTaHIAPTOB B 00J1aCTH UH(OPMALIMOHHOM
6e30macHOCTH
OIIK-1.1/¥Mm1 Opranu3oBbIBaTh pabOTHI 0 COBEPLICHCTBOBAHUIO, MOICPHU3ALIUU
U YHU(HKAIUU TEXHOJIOTUH 0OecredeHus 3auThl HH(popMaIiy B
UH(POPMAITMOHHBIX CUCTEMAX
OIIK-1.1/HB1 AHanu3upoBaTh CIOKHbBIE CUCTEMbI 00ECIICUEHHS
UH(POPMAITMOHHOM 0€30MaCHOCTH, BBISBIISISI UX ClIa0ble MECTa U O0JACTH IS
YAy UIICHHS

OIIK-2.1 Pa3zpabarsiBaeT TEXHUYECKUN IPOEKT CUCTEMBI (TIOICUCTEMBI,
KOMIIOHEHTHI CUCTEMbI) o0ecnieuyeHnst THPOPMALMOHHOM OE€30MTaCHOCTH B
COOTBETCTBUH C TEXHHUYECKUM 33/IaHUEM, HOPMATUBHO-TIPABOBOIA,
OpraHU3aLMOHHO-PACIIOPSAUTEILHON U METOANYECKON JOKYMEHTALUEN
OIIK-2.1/311 Metoap! u cpeacTBa NPOSKTUPOBAHUS, MOJACIUPOBAHHS U
HKCIIEPUMEHTAIBHON OTPabOTKH CUCTEM, CPEICTB M TEXHOJIOTHI 00ecneueHHs
3alUThl HH(pOpPMALUU B HH()OPMAIIMOHHBIX CHCTEMaA
OIIK-2.1/¥YmI1 [IpumMeHsATH COBpEMEHHBIE TEXHOIOTUN MOJECINPOBAHMS U
POEKTHUPOBAHUS MPOTPAMMHBIX U IIPOTPAMMHO-AMIIAPATHBIX CUCTEM
OIIK-2.1/¥YMm2 ITonOupars Mepsl U cpeacTBa odecrieyeHuss HHPOPMALTUOHHON
6e30macHOCTH 00BEKTa 3alIUThI
OIIK-2.1/¥YM3 OnpenensiTb OCHOBHbIE MEPOIPUATHS 10 OpPraHU3aLUU pa3paboTKH
CHCTEMBI 3alIUThI HH(pOpMaLUU Ha 00bEeKTax HH(OpMaTHU3alluH; pa3padaTbIBaTh
TEXHUYECKHE MPOEKTHI, TOKYMEHTBI, perJIaMEHTHPYIOIIHE oOecrieueHne
nH(POPMAITMOHHOH Oe30macHOCTH 00BEKTOB HH(OPMATH3AIUH (TTOICUCTEMBI JTHOO0
KOMITOHEHTA CUCTEMBbI)
OIIK-2.1/HB1 Pa3pabarsiBaTh KOMIUIEKCHBIE TEXHHUECKHE TIPOCKTHI CUCTEM
oOecriedeHrs: THPOPMAITMOHHOW 6€30MaCHOCTH, HHTETPUPYS Pa3InIHbIC
KOMIIOHEHTHI M TIOZICUCTEMBI B €IUHYIO apXUTEKTYPY

OIIK-1.2 Pa3zpabarbIBaeT IpOEKT TEXHUYECKOTO 3aaHUs Ha CO3/1aHUE
cUCcTeMBbl o0ecrieyeHns MHPOPMALIMOHHOM O€30MacCHOCTH
OIIK-1.2/311 OcHOBHBIE TPUHIMITEI KJIACCU(DUKALIUH YSI3BUMOCTEH 3aIIUTHI 10
pa3MeIeHHIO JaHHBIX B MHPOPMAITMOHHON CHCTEME
OIIK-1.2/¥Yml1 [IpumMeHsATH COBpEMEHHBIE IPOrPAMMHBIC HHCTPYMEHTAPUU JIJIS
MOJETTUPOBAHUS YTPO3, AaHAIHM3a U OLIEHKU PUCKOB HH(POPMAITMOHHON
0€30MacHOCTH, a TAK)KE MCIIOIB30BATh CUCTEMBI MOIICPKKHI MPUHATHUS PEIICHUIH
npu BeIOOpe 3((HEKTUBHBIX MTPOEKTOB 3AIUTHI
OIIK-1.2/¥YMm2 [IpumensaTh 3¢ (HeKTUBHBIE METOBI YIIPAaBICHUS O€30MaCHOCTHIO
UH(POPMAITMOHHBIX CUCTEM
OIIK-1.2/HB1 Pa3pabarsiBaTh KOMIUIEKCHBIE U CTPYKTYPHPOBAHHBIE TEXHHUECKUE
3aJaHMs HA CO3aHUE CUCTEM obecrieueHust HH()OpMAIIMOHHOM 0e301MacHOCTH,
YUUTBIBAs BCE aCHEKTHI MPOEKTa

Xopo1o

OIIK-1.1 Ananusupyet cucremy obecnedyeHust ”HPOPMALMOHHOM
6e30macHOCTH U (OPMYITUPYET TPEOOBAHHUS 10 €€ YIyUIICHUIO
OIIK-1.1/3u1 ConepxaHue OCHOBHBIX CTaHIAPTOB B 00J1aCTH UH(OPMALIMOHHOM
0e30macHOCTH
OIIK-1.1/¥Mm1 Opranu3oBbIBaTh pabOTHI 0 COBEPILICHCTBOBAHUIO, MOICPHU3ALIUU
U YHU(HKALUU TEXHOJIOTUH oOecriedeHus 3auThl HH(popMalm B
UH(POPMAITMOHHBIX CUCTEMAaX




OIIK-2.1 Pa3zpabareiBaeT TEXHUIECKUN IPOEKT CUCTEMBI (TIOICUCTEMBI,
KOMIIOHEHTBI CUCTEMBbI) o0ecrieueHrst HH(POPMALMOHHOM O€30MaCHOCTH B
COOTBETCTBUH C TEXHHUYECKUM 33/1aHUEM, HOPMATUBHO-TIPABOBOIA,
OPraHU3alMOHHO-PACTOPAIUTEIBHON U METOANYECKON JOKYMEHTALIUEN
OIIK-2.1/311 Metoap! u cpeacTBa NPOSKTUPOBAHUS, MOJACIUPOBAHHS U
HKCIIEPUMEHTAIBHON OTPabOTKH CUCTEM, CPEICTB M TEXHOJIOTHI 00ecneueHHs
3alUThl HH(pOpMaLUU B HH()OPMAIIMOHHBIX CHCTEMa
OIIK-2.1/¥Ym1 [IpumMeHsATh COBpEMEHHBIE TEXHOIOTUH MOJCINPOBAHUS U
POEKTHPOBAHUS MPOTPAMMHBIX U IIPOTPAMMHO-AMIIAPATHBIX CUCTEM
OIIK-2.1/¥YMm2 ITonOupars Mepsl U cpeacTBa odecrieyeHuss HHPOPMALTUOHHON
0€30MacHOCTH 00OBEKTa 3aLTUThI
OIIK-2.1/¥YM3 OnpenensiTh OCHOBHBIE MEPOIPUATHS 10 OPTraHU3aLUU pa3paboTKu
CHCTEMBI 3alIUThI HH(pOpMaLUU Ha 00bEeKTax HH(OpMaTU3alluK; pa3padaTbiBaTh
TEXHUYECKHE POEKTHI, TOKYMEHTBI, pPerJIaMEHTHPYIOIIUE oOecrieueHne
UH(POPMAIIMOHHON 6€30MaCHOCTH 00BEKTOB HH(POpMATU3aLUH (ITOJCHCTEMBI JINOO
KOMITOHEHTA CUCTEMBI)

OIIK-1.2 Pa3zpabarbIBaeT IpOEKT TEXHUYECKOTO 3aaHUs Ha CO3/1aHUE
cUCcTeMBbI o0ecrieyeHnss MHPOPMALMOHHOM O€30MacCHOCTH
OIIK-1.2/311 OcHOBHBIE TPUHIMITEI KJIACCU(DUKALIUH YSI3BUMOCTEH 3aIIUTHI 10
pa3MeIeHHIO TaHHBIX B HHPOPMAITMOHHON cCHCTEME
OIIK-1.2/¥Yml1 [IpumMeHsATH COBpEMEHHBIE IPOTPAMMHBIC HHCTPYMEHTAPUU JIJIS
MOJETUPOBAHUS YTPO3, AaHAIHM3a U OLIEHKU PUCKOB MH(POPMAITMOHHON
0€30MacCHOCTH, a TAK)KE MCIIOIB30BATh CUCTEMBI MOIJICPKKHI MPUHATHUS PEIICHUH
npu BeIOOpe 3((HEKTUBHBIX MTPOEKTOB 3AIUTHI
OIIK-1.2/¥YMm2 [TpumeHnsaTh 3¢ (HeKTUBHBIE METOBI YIIPABICHUS O€30MaCHOCTHIO
UH(POPMAITMOHHBIX CUCTEM

VYnosnerBopure
JIBHO

OIIK-1.1 Ananusupyer cucremy obecnedyeHust ”HPOPMALMOHHOM
6e30macHOCTH U (OPMYITUPYET TPEOOBAHHUS IO €€ YIyUIICHUIO
OIIK-1.1/3u1 ConepxaHne OCHOBHBIX CTaHIAPTOB B 00J1aCTH UH(OPMALIMOHHOM
6e30macHOCTH

OIIK-2.1 Pa3zpabarsiBaeT TEXHUIECKUN IPOEKT CUCTEMBI (TIOICUCTEMBI,
KOMIIOHEHTHI CUCTEMbI) o0ecrieueHnst HH(POPMALMOHHOM O€30MTaCHOCTH B
COOTBETCTBUM C TEXHUUYECKHUM 3aJlaHUEM, HOPMAaTUBHO-IIPAaBOBOM,
OpraHU3aLMOHHO-PACIIOPSAUTEILHON U METOANYECKON JOKYMEHTALUEN
OIIK-2.1/311 Metoap! u cpeacTBa NPOSKTUPOBAHUS, MOJACIUPOBAHHS U
HKCIIEPUMEHTAIBHOM OTPabOTKH CUCTEM, CPEICTB M TEXHOJIOTHI 00ecneueHHs
3alUThl HH(pOpMaLUU B HH()OPMAIIMOHHBIX CHCTEMA

OIIK-1.2 Pa3zpabarbIBaeT MIpOEKT TEXHUYECKOTO 3aJaHUs Ha CO3/1aHUE
cUCcTeMBbI o0ecrieyeHnss MHPOPMALMOHHOM O€30MaCHOCTH
OIIK-1.2/311 OcHOBHBIE TPUHIMITEI KJIACCU(DUKALIUH YSI3BUMOCTEH 3aIIUTHI 10
pa3MeIeHHIO TaHHBIX B HHPOPMAITMOHHON cCHCTEME

Heynosne-
TBOPUTCIILHO

Pesynbrarsl 00yueHus He cOPMUPOBAHBI HAa JOCTAaTOYHOM YPOBHE

OrueHka

Kpurepuu onennBanus (nepeuess copmupoBanabix MIK/3YB)

3auyTeHo

OIIK-2.1 Pa3zpabareiBaeT TEXHUIECKUN IPOEKT CUCTEMBI (TIOICUCTEMBI,
KOMIIOHEHTBI CUCTEMBbI) o0ecnieueHnst MHPOPMALMOHHOM O€30MTaCHOCTH B
COOTBETCTBUM C TEXHUUYECKHUM 3aJlaHUEM, HOPMAaTUBHO-IIPaBOBOM,
OpraHU3aLMOHHO-PACIIOPSAUTEILHON U METOANYECKON JOKYMEHTALUEN
OIIK-2.1/311 Metoap! u cpeacTBa NPOSKTUPOBAHUS, MOJACIUPOBAHHS U
HKCIIEPUMEHTAIBHOM OTPabOTKH CUCTEM, CPEICTB M TEXHOJIOTHI 0OecreueHHs
3alUThl HH(pOpMaLUU B HH()OPMAIIMOHHBIX CUCTEMA




0€30I1aCHOCTH

OIIK-1.1 Ananusupyet cucremy obecneuyeHust ”HHOPMALMOHHOM
6e30macHOCTH U (HOPMYTUPYET TPEOOBAHHUS IO €€ YIyUIICHUIO
OIIK-1.1/3u1 ConepxaHue OCHOBHBIX CTaHIAPTOB B 00J1aCTH UH(OPMALIMOHHOM

OIIK-1.2 Pa3zpabarbIBaeT IpOEKT TEXHUYECKOTO 3aJaHUs Ha CO3/1aHUE
cUCcTeMBbI o0ecrieyeHnss MHPOPMALMOHHOM O€30MaCHOCTH
OIIK-1.2/311 OcHOBHBIE TPUHIMITEI KJIACCU(DUKALIUH YSI3BUMOCTEH 3aIIUTHI 10
pa3MeIeHHIO JaHHBIX B MHPOPMAITMOHHON CHCTEME

He 3auteno

Pesynbrarsl 00yueHus He cOPMUPOBAHBI HAa JOCTAaTOYHOM YPOBHE

4. KoHTpOJIbHbIE MEPONIPUSATHUS MO TUCHUIIINHE

Bun xonTposns

®dopma koHTPOIIs/O1IEHOYHOE CPENCTBO

Texymuit koHTposib | TecTupoBanue

IIpomesxyTouHas 3ager

arrecranud

3a4eT ¢ OIIEHKOH

Bua koHTpOJISI/ HCOIB3yeMble

Ne HaumeHoBanue pasiea Kourtpoaupyem OlICHOYHbIE MATEPUAJIBI
n/n bie U1K . TIpoMexyT.
TeKyluHH arTrecranus

1 |[loHsTHS ¥ CYyITHOCTD OIIK-1.1 3auer
3aIIUIIEHHBIX 3auer ¢
aBTOMAaTHU3UPOBAHHBIX CUCTEM OLIEHKOM

2 |O6uue NpUHLIUIIBI OIIK-1.2 3auer
MIPOEKTUPOBAHUS U Pa3pabOTKH 3auer ¢
3alUAIIEHHBIX OLIEHKOM
ABTOMATU3UPOBAHHBIX CUCTEM

3 |OCHOBHBIE TEXHOJIOTHUH OIIK-2.1 3auer
MOCTPOECHUS 3AIUIIEHHBIX 3auer ¢
MH(OPMAITMOHHBIX CUCTEM OLICHKOM

4 [3ammmenarsie OC Kak 0CHOBa OIIK-1.1 TecTtupoBanue 3auer
MOCTPOCHUS 3AIMUIIIEHHBIX OIIK-1.2 3auyer ¢
MH(OPMAIIMOHHBIX CUCTEM OLIEHKOM

5 |Texnonorum Buptyanuzauuu npu |OIIK-1.2 3auer
IIOCTPOCHUU 3aLUIIEHHBIX OIIK-2.1 3auer ¢
MH(OPMAIIMOHHBIX CUCTEM OLICHKOM

6 |[Ipumenenue OIIK-1.1 3auer
KpUnTorpaguueckux MeTo10B 3auer ¢
3a1uThl HH(GOPMAIUU IpU OLIEHKOM
MOCTPOEHUN HHPOPMAIIMOHHBIX
CUCTEM

7 |llepcnextuBHbie HanpaBiaeHus B |OIIK-1.2 3auer
0071aCTH POSKTHUPOBAHUS OIIK-2.1 3auer ¢
3aIUIICHHBIX WH(OPMAIIMOHHBIX OLIEHKOM
CUCTEM

8 |CpencrBa pa3paboTKu 1 OIIK-1.2 TecTtupoBaHue 3auer
TECTUPOBAHUS 3aIUILIEHHBIX OIIK-2.1 3auyer ¢
MH(OPMAIIMOHHBIX CUCTEM OLIEHKOM

5. Ilopsaaok nmpoBeeHusI MPOMEKYTOUYHOM aTTeCTAIUMN




[lopsnox mpoBeeHMsT NPOMEKYTOUHOM — arTecTallud  PENIaMEHTHPYETCS  JIOKaJIbHBIMU
HOpMaTUBHBIMU aKTaMU YHHUBEPCUTETA:
- Ilonoxenuem o Qopmax, NEPUOJUYHOCTH, TOPAIKE TEKYIIEro KOHTPOJS YCIIEBAEMOCTU H
NPOMEXKYTOYHON aTTecTalui OOy4aroIuXcsi 10 OCHOBHBIM 00pa30BaTelIbHBIM IpOrpaMMaM
BBICIIIETO O0pa3oBaHMsA — MporpaMMmaM OakajlaBpuaTa, HMporpaMMaM CHEIHAIUTETa, MporpaMmamM
MarucTpaTypbl B QenepaJbHOM TOCYIapCTBEHHOM OIODKETHOM 00pa30BaTeIbHOM YUPEKIACHUU
BbICIIEr0 00pa3oBaHus «MOCKOBCKHI TOCYJapCTBEHHbIM YHHUBEPCUTET T'€OE3UU U KapTorpadum,
1.6 «Opranu3zanys 1 NpoBeIeHUE POMEKYTOUHOM aTTECTALUN.
- TlonoxxeHneM O TMOPSAKE OCYLIECTBICHHS OO0pa30BaTEIbHOTO IMPOLECCa, MPOBEICHHUS TEKYIIETo
KOHTPOJII YCIIEBAEMOCTH U TPOMEXKYTOUHOW arTecTaluyd OOydalomMxcs C [PUMEHEHHEM
ANIEKTPOHHOTO OOyYeHUS W AMCTAHIMOHHBIX OOpa30BaTENIbHBIX TEXHOJIOTUH B (QeaepaibHOM
TOCYIJapCTBEHHOM  OIO/[DKETHOM  00pa30BaTebHOM  YUPEKACHWU  BBICIIETO  0Opa30BaHMA
«MOCKOBCKHI TOCYIapCTBEHHBI YHUBEPCUTET Teofe3ud M Kaprorpadpum», mn.8 «IIpoBenenue
IIPOMEXKYTOYHOM arrectauuu ¢ npuMmeHenuem 20 u JJOT».

Ilpomesxcymounas ammecmayus. 3auem, 3 cemecmp.

3adeT OLIEHUBAETCS 1O CICAYIOMIEH IIKaJie:

- OIICHKA «3a4TE€HO)» BBICTABISIETCS, €ClIM 00yJarouiicss UMeeT TyOOKHe, HCUEPIbIBAIOINE 3HAHUS
B 00bEME OCBOCHHOM MPOTPaMMBbI; 3HAHUE OCHOBHOW (00sI3aTENBHOM) JUTEPATyphl; HaeT
MPaBWJIbHBIE U YBEPEHHbBIE OTBETHI, CBUJIETEIBCTBYIONINE O HAIMYUHU TBEPHAbIX 3HAHUI U HABBIKOB B
UCIOJIB30BaHUM TEXHUUYECKHX CpPEJCTB; IOJHOE, YETKOE, I'PaMOTHOE M JIOTUYECKU CTPOHHOE
U3JIOKEHHE MaTepuana; JeMOHCTPUPYET CBOOOIHOE MPUMEHEHHE TEOPETHUECKUX 3HAHMI; a TaKxke
aBTOMAaTUYECKHU, KOrJa O0yJaromuics 3a MPOMEXYTOUHYIO aTTeCTAIIMI0 UMEET OILICHKU «OTIUYHOY;

- OIICHKAa «HE 3aYTEHO» BBICTABIsSIETCS OOydarouieMycs B Cllydae HaJIU4usl TpyObIX OIIMOOK MpHU
U3JIOKEHUH OTBETa Ha OCHOBHBIE BOIPOCHI MPOTPAMMBI, CBHETEIbCTBYIONIMX O HEMPAaBHILHOM
MOHMMAHUU TIPEAMETa; MPHU pPELICHUH MPaKTUUYEeCKUX 3aJad IOKAa3aHO HE3HaHHE CIOCOOO0B HX
pelIeHus, MaTeprall U3JI0KeH OeCopsAI0YHO U HEYBEPEHHO.

IIpomescymounas ammecmayus: 3auem ¢ oyeHkou, 4 cemecmp.

3a4eT OLEHUBAETCS MO MATHOAIUTHHOM HIKaJIe:

- 3a4T€HO C OIICHKOM «OTJIIMYHO» BBICTABISACTCS, €CIU OOydJaroluiics HuMeeT IyOoKue,
MCYEPIBIBAIOININE 3HAHUS B 00bEME OCBOCHHOW NpPOTrpaMMbI, 3HAHHE OCHOBHOW (00s3aTENbHON)
JUTEPATypbl; JacT MpPaBUIIbHBIE U YBEPEHHBIE OTBETHI, CBUJIETEIBCTBYIOIINE O HAJIWYUHM TBEPABIX
3HAaHUH W HaBBIKOB B HCIOJb30BAaHUM TEXHUYECKUX CPEACTB; IIOJIHOE, YETKOE, I'PaMOTHOE U
JOTHMYECKH CTPOMHOE M3JIOKEHHWE Marepuaina; JIEeMOHCTPUPYET CBOOOJHOE TNPUMEHEHHUE
TEOPETUYECKUX 3HAHUM IIPU aHAIIN3€ IPAKTUUECKUX BOIPOCOB;

- 3a4TEHO C OLIEHKOW «XOpOILIO)» BBICTABISIETCS OOydarolmeMycsi B CiIydae COONIONEHHS TeX XKe
TpeOOBaHUH, HO HAJIMYUU B OTBETE OOYYAIOIIErocs MO HEKOTOPHIM MEPEYHCIICHHBIM MOKa3aTelsIM
HEJOCTAaTKOB IPHUHLUIIMAIBHOIO XapaKTepa, 4YTO BbI3BIBAET 3aMEYaHMsl WIM IONpPaBKU
IIPETO/1aBaTes;

- 3aUTEHO C OLIEHKON «YIOBJIETBOPUTEIHHO» BBICTABIAETCS 00yUaloeMycs B ciiyyae COONIIONEHUS
TeX ke TpeOOoBaHMU, HO B Cilydyae HaJM4YUs B OTBETE OIIMOOK, HEOOXOAMMOCTH CYIIECTBEHHOU
IIOMOIIM B BH/JIE IIONIPaBOK ¥ HaBOJAAIIMX BOIIPOCOB IPENOJAaBATENs;

- HE 3a4TeHO («HE YJIOBJIETBOPUTEIILHO») — OOYyUYaIOLIMICS HE CMOT OTBETUTH Ha 2/3 BOIPOCOB; HE
CIPaBUJICS C MPAKTUYECKUM 3aJaHUEM WJIU BBINOJIIHEHO MeHee 50 % NMpakTHUeCKUX 3aJaHuil.

6. OnleHOYHbIE MaTePUAJIbl TEKYLIEr0 KOHTPOJIA

Pa3zoen 4. 3auwuuennvie OC Kak 0CHO8A NOCMPOECHUA 3AUUUEHHBIX UHPOPMAYUOHHBIX cUCTEM
Koumponupyemwvie U/]IK: OIIK-1.1 OIIK-1.2

Tema 4.1. bazosvle cpeocmea 3awumul cogpementvix OC cemericmea Linux. Bcmpoennvie cpeocmaa
sawumol ungopmayuu Ha npumepe cospemernovix omevecmseenuwvix OC (OC Astra Linux).

dopma KOHTPOJIs1/0LIEHOYHOE CpeICcTBO: TecTupoBaHue



Bonpocsi/3ananus:

1. Db dexTUBHOCTD 3amUTH HHOOPMAIIIH 3TO. . .
1. CreneHb COOTBETCTBHS PE3YIBTATOB 3Tl HH()OPMAIIMU TIOCTABICHHOW 1EH
2. Mepa nim XapakTepuCTUKA s OLICHKH 3 GEKTUBHOCTH 3aIUTH HH(OpMAIK
3. 3HaveHus mokazaresneil 3PPEeKTUBHOCTH 3alUTHl HHPOPMAIIMH, YCTAHOBICHHBIC HOPMATUBHBIMH
JOKYMEHTaMHU.

2. [Nokazarenb 3¢ (HeKTUBHOCTH 3aIIUTH HHPOPMAIIH —
1. Mepa wim xapakTepHUCTHKA IS OIIeHKH d(PPEKTUBHOCTH 3aIUTHI HH(DOpMAITUH
2. CreneHb COOTBETCTBHS PE3y/IbTaTOB 3alTUTHI HHPOPMAITUX MTOCTABICHHOM IIe/IH
3. 3HaueHus nokazaresueil 3pGEeKTUBHOCTH 3aIUTHl HHPOPMALIUU, YCTAHOBIEHHbIE HOPMATUBHBIMU
JOKyMEHTaMu

3. Hopmbl 3¢ dekTrBHOCTH 3aIUTHI HHPOPMALIUK —
1. 3nadyenus nokaszareneil 3((HEeKTUBHOCTHU 3alIUTHl HHPOPMAIIMH, YCTAHOBICHHBIC HOPMATUBHBIMH
JOKYyMEHTaMH1
2.  CoOBOKYIHOCTh JEHCTBHI MO pa3pabOTKe W/WIM MPAKTUYECKOMY NPUMEHEHHUIO METOIO0B U
CpeAcTB KOHTPOIIs 3P PEeKTUBHOCTH 3aIUTHI HHPOPMALIUU
3. CremneHb COOTBETCTBUS PE3YJAbTATOB 3AIIUTHI MHPOPMALIUH ITOCTABICHHOHN LIETH

4. MeponpusitTie 1o KOHTPOoITo 3(h(HEKTUBHOCTH 3aIUTHl HHPOPMAIIHH —
1. CoBOKYymHOCTh ACHCTBHUU TO pa3pabOTKe W/ WM TPAKTUICCKOMY HPUMEHEHHIO METOIOB M
cpencTB KOHTPOJIst A3 (HEKTUBHOCTH 3aIIUTHI HH(GOPMAITUH
2. CteneHb COOTBETCTBHS Pe3y/IbTaTOB 3alTUTHI HHPOPMAITUX MTOCTABICHHOM Ie/IH
3. 3HaueHus nokazaresueil 3pPEeKTUBHOCTH 3alUTHl HHPOPMALIUU, YCTAaHOBIEHHbIE HOPMATUBHBIMU
JOKyMEHTaMH1

5. Kareropupoanue 3amumiaemMoit nHpopmaiuu (00beKTa 3aIuThl) —
1. YcraHoBieHHE Tpafalyii BAYKHOCTH 3aIIUTHI 3alIUIIIaeMOi HHPpopMaruu (00bEKTa 3aIIHUTHI)
2. CreneHb COOTBETCTBHSI PE3yABTATOB 3AIIUTHI MH(OOPMAIIUU TIOCTABICHHON 1EH
3. 3HaveHus mokazaresneil 3PPEKTUBHOCTH 3alUTHI HHPOPMAIIMH, YCTAHOBICHHBIE HOPMATUBHBIMH
JOKYyMEHTaMH1

6. KoHTponb cocTostHUS 3aIIUTHI HH()OPMAITUN —
1. IIpoBepka coOTBETCTBUS OpraHu3anuu U 3pHEeKTUBHOCTH 3alUIUTHl HHOPMAIIMN YCTaHOBIEHHBIM
TpeOOBaHUSAM W/UITM HOpMaM B 00JIaCTH 3aIIUThI HHPOPMAITUH
2. YcraHOoBJIEHHE Tpafaliiii BAXKHOCTH 3alTUTHI 3alIuiaeMor nHpopmaruu (00bEeKTa 3aIlUThI)
3. IIpoBepka COOTBETCTBHS OpraHu3aluy U 3pGEeKTUBHOCTH 3aIIUTH HHPOPMAIIMK YCTaHOBICHHBIM
TpeOOBaHUSAM W/UITM HOpMaM B 00JIaCTH 3aIIUThI HHPOPMAITUH

7. CpenctBo KOHTpOJIs 3)PEKTUBHOCTH 3aIUTHI HH(DOpMAITUU —
1. TexHuyeckoe, MpPOrpaMMHOE CPEICTBO, BEIISCTBO W/WIM MaTepuall, NpeJHa3HAUYCHHBIC WU
UCTIOJIb3yeMbIe JUIE KOHTPOJISA A3PPEKTUBHOCTH 3aLIUTHI HH(OpMALIUN
2. TlpoBepka COOTBETCTBHUSI COCTOSIHHS OpPTaHH3AIMHM, HAIWYUS M COJEPKaHUS JIOKYMEHTOB
TpeOOBaHUSM TIPABOBBIX, OPraHU3AIMOHHO-PACTIOPSAUTEIBHBIX M HOPMATHBHBIX JOKYMEHTOB IIO
3amuTe HHpOpMaIu

8. KoHtpoms opranusannu 3amuThl THPOPMAITUH —
1. TlpoBepka COOTBETCTBHUSI COCTOSIHHS OpraHMU3AlMM, HAJIWYUS WU COACpPKAHUS JTOKYMEHTOB
TpeOOBaHUSAM MPABOBBIX, OPraHU3AIMOHHO-PACTIOPSAUTEIBHBIX M HOPMAaTHUBHBIX JOKYMEHTOB IO
3amuTe nHpopmaIuu
2. [IpoBepka coorBeTcTBUS A(PGHEKTUBHOCTH MEPONPUATHH 1O 3aluTe HHPOPMaIUN
YCTaHOBJICHHBIM TPEeOOBaHUSAM MU HOpMaM 3((HEKTUBHOCTH 3aIUTHI HHGOPMAIHH

9. Yro B chepe napopmaimoHHoi 6€30MaCHOCTH MIPUHATO CYUTATH PUCKOM?
1. [ToreHnManbHYI0 BO3MOXXHOCTH TIOHECTH YOBITKM W3-32 HapylIeHUs 0e30MacHOCTH
MH(POPMALMOHHOM CUCTEMBI
2. TloTeHnManTbsHO BO3MOXKHOE MTPOUCIIIECTBUE HEBAXKHO, MPEAHAMEPEHHOE UITH HET, KOTOPOE MOXKET
OKa3aTh HEXKeJaTeJIbHOE BO3JICHCTBHE HAa KOMIIBIOTEPHYIO CHCTEMY, a Takxke HWH(GOpMAIHIO,
XpaHSIILyIocs 1 00pabaThIBAIONIYIOCS B HEH
3. XapakTepuCTHKY, KOTOpas JeJaeT BO3MOKHBIM BOSHHKHOBEHHE YTPO3bI



10. YTto omyiMuaeT puck ot yrpossl?

1. OGbeM BEPOSATHBIX MOTEPH
2. Hanuuyme KOJUYECTBEHHOM OIICHKM BO3MOXKHBIX IMOTEPh U (BO3MOXKHO) OLEHKU BEpPOSITHOCTHU
peanuzaiuu yrpo3sl
3. Yrpo3a u puck - NOHATUS UICHTUYHBIE
11. Kakve U3 nepeyrciaeHHbIX MEP 3alUThl OTHOCATCS K OpraHU3alMOHHBIM?
3amura nepuMeTpa CeTy ¢ MOMOIIBI0 MEKCETEBOr0 HKpaHa
Co3nanue ciayO0bl 3aUTHl HHPOPMALIUU
Omnpenenenre mopsaKa A0CTyIA K 3alIUIIIAeMbIM 00bEKTaM
Hcnonbs3oBaHrue aHTUBUPYCHBIX CPEICTB 3AIUTHI

b=

12. /1511 4ero CiyXUT MPUKIAAHOE IPOorpaMMHOe obecriedeHue?
1. IlnanupoBaHUs U OpraHU3AIMH AJTOPUTMOB YIIpaBIEHUs 00BEKTOM
[InaHrpoBaHUS M OPraHU3ALMHU BBIYUCIUTEIBLHOIO Mponecca B OBM
3. Peanu3zarus anropuTMOB yIIPaBJICHHS 00BEKTOM

N

13. Yro Takoe sTamn peanuzauuu?

—

. IlocTpoeHnue BHIBOJIOB MO JAHHBIM, MTOJTYYEHHBIM IIyTEM UMHUTAIHH
2. TeopeTnueckoe NpUMEHEHHE PE3yAbTATOB TPOrPaMMHUPOBAHUS

3. IlpakTuyeckoe MpUMEHEHHE MOJIEIH U PE3YJIBTATOB MOJICIUPOBAHUS
14. Yto ocyuiecTBasieTCs Ha 3Tare NOJArOTOBKUA JaHHBIX?

1. Onucanue MozeNu Ha SI3bIKE, MPUEMIIEMOM ISl UCTIONIb3yeMoi DBM
2. OmnpenenieHWE TPaHUI] XaPAKTEPUCTUK CUCTEMbI, OTPAHMYECHUN W U3MEPUTENEH MoKa3aTesei
s dexTuBHOCTH
3. Ilpoucxomut oTOOp AaHHBIX, HEOOXOIMMBIX JJISl MOCTPOCHHUS MOJENHU, U MPEACTABICHUU UX B
COOTBETCTBYIOMIEH (hopme

15. Yto Takoe 3Tan peanuzanuu’?

1. ITocTpoeHue BBIBOIOB IO JaHHBIM, IOJTYYEHHBIM IIyTEM UMHUTALUH
2. Teopernyeckoe MPUMEHEHHUE PE3YJIBTATOB IPOrPaMMUPOBAaHUS
3. IlpaxkTuueckoe NPpUMEHEHHE MOJIENH U PE3YIIBTATOB MOJECINPOBAHUS

Pazoen 8. Cpeocmea pazpadbomku u mecmupoeanus 3auiU4eHHbIX UHPOPMAUUOHHBIX CUCHEM

Koumponupyemwvie U/IK: OIIK-1.2 OIIK-2.1

Tema 8.1. Bepugukayus, cmamuueckuii aHaius Kood, OUHAMUYECKUU AHAIU3, MeCMUpoB8aHue Ha
NPOHUKHOBEHUE.

dopma KOHTPOJIS/OIIEHOYHOE CPEACTBO: TecTupoBaHUe

Bomnpocsi/3ananus:

1. Kakue Mepnl 0€30macHOCTH MOXKHO MPHHSITH ISl 3aIIUTHI JIMYHOW HWH(OpManuu Ha
MOOMIJIBHOM yCTpOCTBE?
1. YcranoBka O6pannmayapa (Firewall)
2. HIudposanue nanusix (Encryption)
3.  ABromaruyeckas OJOKMpPOBKAa YCTpOICTBa uepe3 OIpeleseHHBI MPOMEXYTOK BpPEMEHHU
(Auto-Lock)
4. Bce BbIlIETIEPEUUCICHHBIE MEPBI TPABUIIbHBIE
2. Kakue cymecTByIOT OCHOBHBIE YPOBHH 00€cIieueH s 3auThl HHGopmarmn?

3akoHomaTeNbHBIN
AJIMUHUCTPATUBHBIN
[IporpaMmMHO-TEXHUYECKUI
duznueckuit
BepogrHoCcTHBIN
[Tpouenypublii
PacnpenenurenbHbIit

Nk =



3. Uto Takoe KOMIIbIOTEPHBIN BUPYC?

Pa3HOBUIHOCTD MPOrpaMM, KOTOPbIE CITOCOOHBI K pa3MHOKEHHUIO
Pa3HOBHUIHOCTDH MpOrpaMM, KOTOPhIE CAMOYHUYTOXKAIOTCS
PazHoBUIHOCTH MpOrpaMM, KOTOpPBIE HE pabOTaoOT
Pa3HOBUIHOCTH MPOrpaMM, KOTOPHIE MJI0X0 pabOTaOT

=

4. K merogam 3ammutel or HCJ oTHOCSTCS?
Paznenenue nocrymna
Pasrpannuenue nocryna
YBennueHue gocryna
Orpanuuenue gocryna
AyTteHTHUUKAIUS U HISHTUDUKAIUS

M

5. Kommiekc Mep M CpelcTB, a TakXkKe MAESITeIbHOCTh Ha MX OCHOBE, HallpaBieHHas Ha
BBISIBJICHHE, OTPAKEHUE M JTUKBHUAIUIO PA3IMYHBIX BUJIOB YIpo3 O€30MaCHOCTH OOBEKTaM 3alTUThI
Ha3bIBaeTCs?

1. Cucremoii yrpo3

2. CucreMoii 3aIIUTEI

3. Cucremoii 6€301aCHOCTH
4. CuctemMoil yHUYTOXKEHUS

6. Kakoe ynpasnenne nocrymnom siisercst 6a3oeiM 11t OC cemeiictBa Linux?

1. JIucKpennoHHOE yNpaBiIeHUE JOCTYIIOM
PoneBoe ympasienue 10CTynoM
3. MannaTHOe ynpaBieHHE JOCTYIIOM

o

7. Ot kakod yrpo3bl 0Oe30MacHOCTH WH(OpPMAIMK 3alIUIAET MaHIAATHOE YIPABIICHHUE
JTOCTynoM?
1. KondunennuansHocTH
2. lemoctHoCTH
3. HocrynmHoctn

8. Kakum BUIOM aHajHM3a MPOrpaMMHOrO Koja sBisieTcs (ha33uHr-TecTupoBaHue?

. JAMHAMHYECKUM aHATN30M
2. CraruyecKkuM aHaJInu30M
3. TectupoBaHueM Ha NPOHUKHOBEHUE

—

9. CrapmapTHOM YTWIMTON HACTpoWku MexcereBoro »kpana B OC cemeiictBa Linux
SIBIISICTCS
1. Ifconfig
2. Iptables
3. Tepdump
4. Netstat

10. Kakue ©3 MEpPEUUCICHHBIX MEPONPUSTHN BXOMAT B IEPEUCHb HEOOXOMUMBIX st
obecrnedenus koMriekcHou 3ammuThl OC cemerictBa Linux?
1. CBoeBpemMeHHas yCTaHOBKA OOHOBIICHUH 0€30MacHOCTH
Hcnonp30BaHue MEXCETEBOTO SKpaHa
Perynsprast cMeHa naposieii U Kirodel ayTeHTU(UKAIN
Bce nepeuncnennsie

o

11. B xaKko# KpUIITOCUCTEME UCIIONIB3YETCS J1Ba Kito4a?
JBoitHoTO mmdpoBaHus
C 3aKpBITHIM KJITIHOYOM
C OTKPBITBIM KJIIOYOM
CuMMeTpUYHOM

=

12. Kak Ha3pIBaeTcs mpoiieaypa npeaocrabiieHus nosib3oBareasiM OC mnpaB Ha BBITIOJIHEHUE
ONpPeNeIEHHBIX TEUCTBUN?
1. ABropuszauus
2. Aynuennus
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AyTeHTHUKAIH
WNnentuduxarms
13. MexaHu3Mm 3altuThl OT TIEPETIOTHEHHS Oydepa Ha3bIBaCTC:

Stack Guard
Stack Protection
Stack Force
Stack Value
14. Ysa3BUMOCTH — 3TO:
1. Henocrarok (cmaboctb) mporpammMHOTO  (IIPOTPaMMHO-TEXHHYECKOTO) CpEACTBA WU
WH()OPMAITMOHHOW CHUCTEMBI B IIEJIOM, KOTOPBIM (KOTOpas) MOXET OBITh HCIONb30BaHA IS
peanuzanuu yrpo3 0e30MmacHOCTH HH(popMaIuu
2. Bnugnue HeonpeAaen€HHOCTH HaA 1EIN
3. TlompiTka YyHHUYTOXEHHS, PACKPBITHS, W3MEHEHHUS, OJOKHPOBAHHS, KpaxH, MOIyUYEHUs
HECaHKIIMOHUPOBAHHOTO JJOCTYNA K aKTUBY WJIM €r0 HECAaHKLIMOHUPOBAHHOTO MCIOIb30BAHUS

o

b=

15. DkcmiIouT — 3T0:

1. IIporpamMmMHOe oOecriedeHHe WM (QpParMeHT KOAa, KOTOPOE€ HCIONIb3YeT YA3BUMOCTH B
MIPOrpaMMHOM 00€CTICUeHHUH ISl peain3alii OHOM UM HECKOIBKUX yIpo3 6€30MacHOCTH
2. TlporpammHoe obecrnieueHne Wik (parMeHT KoO/a, KOTOPOE YKa3bIBaeT pa3padOTYMKy Ha
HE/I0YEeThI B €r0 IPOrpaMMHOM KOJIe
3. UHCTpyMEeHT AJi TeCTUPOBAHUS IPOrPaMMHOTO 00eCIIeUeHUs
4. TlporpaMMHOE oOecTieueHHEe, KOTOPOE UCTIONB3YIOT aIMUHUCTPATOPHI JJIsI HACTPONKH cepBepa

16. Meton mapons u ero MoguduKaiys, METO BOPOC-OTBET, METO/I CEKPETHOTO aJITOPUTMA
— 9TO METOJBI. ..

17. Texauueckoe, KpUNTorpapuieckoe, MporpaMMHOE U MHOE CPEJCTBO, MpeIHA3HAYEHHOE
JUIS 3alUThl HHPOPMAIIMH, CPEACTBO, B KOTOPOM OHO PEAIM30BAHO, a TAKXKE CPEACTBO KOHTPOJIS
3P PEKTUBHOCTH 3aLUTH UHYOPMAIIUKA — BCE ITO ...

18. lns o6xomna 3amuTel ASLR garie Bcero ucrnosnb3yere MeToI

19. Artaka, OCHOBHOH LIENIBIO KOTOPOHl SIBISETCS OTrpaHUUYEHUE JIOCTYIHOCTH HEKOTOPOIO
pecypca win HHPOPMAITMOHHON CHCTEMBI B I1€JIOM, Ha3bIBACTCS

20. Ins opranuzanuu ayreHTH(ukanuu B OC cemelicTBa Linux yarie Bcero npuMeHsETCs
MEXaHU3M
7. OueHoYHbIE MATEPHAJIbI IPOMEKYTOUHOM aTTeCTAlUMN

3 cemecmp, 3auem
Koumponupyemvie H/[K: OIIK-1.1 OIIK-2.1 OIIK-1.2
Bonpocsl/3ananus:

1. OcHOBHBIC TTOHATHS MH(DOPMAITMOHHON O€30MTaCHOCTH

2. Ocnosnbie nnonoxenuss 'OCT P UCO/M3BK 27031-2012
3. OCHOBHBIE ATaNbI pa3pabOTKU aBTOMATU3UpOBaHHBIX cucteM (AC)
4. Ocuosubie nonoxkenuss [OCT P 51583-2014

5. OcHOBHBIE KaTeropuu TpeOOBaHWNW K TMPOTPAaMMHOW W IPOTrpaMMHO-AMIapaTHON
peanusaiy CpeIcTB 3aluThl HHOpMaAITUU

6. OCHOBHBIE COCTABIIAIOLIME METO0JIOTUN ITpoekTupoBanus AVC



7. OcHOBHBIE NMPHUHLUIBI (POPMUPOBAHUS TPEOOBAHUI K AaBTOMATH3UPOBAHHOM CHCTEME B
3aILMIIEHHOM UCIIOJIHEHUH

8. MeToapl 1 MOAEIIN OIIMCAHUA CUCTEM
9. OCHOBHBIE 3TAIIBI JKU3HEHHOIO ITUKIA 3aiunieHabx AC

10. OcHOBHBIE pa6OTBI Ha CTaausaX M JTalax CO3JaHHusd aBTOMATHU3UPOBAHHBIX CHCTEM B
3allUIICHHOM HCIIOJITHCHUN

4 cemecmp, 3auem c oyenkou
Koumponupyemwvie U/IK: OIIK-1.1 OIIK-2.1 OlIK-1.2
Bomnpocei/3ananus:

1. OcHOBHBIE 3aa4yu W OTalbl T[MPOCKTUPOBAHUSA ABTOMATHU3UPOBAHHBIX CUCTCM B
3allUIIICHHOM HUCIIOJIHCHUN

2. OcHOBHBIC (PYHKIIMH MOACUCTEMBI 3AIUTHI OTIEPAITMOHHON CUCTEMBI

3. OCHOBHBIE€ MOJIEIN pa3rpaHUUYEHHUS JOCTYIa, peaTM30BaHHbIe B COBpeMeHHBIX OC
4. OcHOBHbBIE OTJIIMYUS HAJOKEHHBIX U BCTPOEHHBIX CPEACTB 3alllUThl HH(OpMaIUU
5. OcHOBHBIE TTOHATHUS HH(DOPMAITMOHHON OE30MaCHOCTH

6. OcHOBHBIE HaNpaBJICHUSI U LEIH UCIIOIB30BaHUS KPUITOrpahuIeCcKUX METOIOB

7. OCHOBHBIE ATaIbl pa3pabOTKU 0€30MaCHOTO MPOTPAMMHOTO 00€CTICUCHUS

8. OCHOBHBIC TEXHOJIOTUH OOECIICUCHHUsSI TOBEPHS K pa3padaTbIBA€MbIM CpPEICTBAM 3alllUThI
nHpopmarun

9. K xakoMy MeTOAy OTHOCSITCSI METOJ Mapoiisi U €ro MOJAM(HKALKS, METOI BOIPOC-OTBET,
METOJ] CEKPETHOTO ajropurMa’?

10. Kakoii MeTon Jaie BCero UCIoiab3yeTcs A 00xoaa 3amutel ASLR?

11. Kak Ha3bIBaeTCs aTaka, OCHOBHOM IIEJbI0 KOTOPOU SBJISIETCA OIpaHUYEHUE JOCTYIMHOCTU
HEKOTOPOTO pecypca Wi HHOOPMAITMOHHONW CHCTEMBI B T11eJI0M?

12. Kakoil MexaHu3M npuMeHsieTcs i opranuzanuu ayreHTH(ukanuu B OC cemeiicTBa
Linux vae Bcero?

13. OcHoBHBIE OHATHSA HHHOPMAIIMOHHON 0€30TTaCHOCTH
14. OcnoBuble nonoxenus [OCT P UCO/MBK 27031-2012
15. Ocuosnsie ntonoxerns I'OCT P 51583-2014

16. OcHOBHBIE Tanbl pa3padOoTKH aBTOMATH3UpOoBaHHBIX cucTeM (AC)



17. OcHOBHBIE KaTEerOpuu TPEOOBaHWK K MPOTPAMMHOM W MPOTPaMMHO-ANMapaTHON
peanusaly CpecTB 3aluThl HHOpMaATUU

18. OCHOBHBIE COCTaBIAIOLINE METOA00TUY poekTupoBanus ANC

19. OcHoBHBIE NPUHLHUIBI (OPMUPOBAHUS TPEOOBAHUI K aBTOMAaTU3MPOBAHHOW CHUCTEME B
3aIUIIIEHHOM HCIIOJIHEHUU

20. MeToapl ¥ MOJIEJIU ONUCAHUS CUCTEM
21. OcHOBHEBIE dTambl )KU3HEHHOTO IIMKJIA 3aluIeHHEIX AC

22. OCHOBHBIC pa6OTBI Ha CTaausdaX M IJTalax CO3JaHHusd aBTOMATHU3UPOBAHHBIX CHCTEM B
3allUIICHHOM HCIIOJITHCHUN
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